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‘The Global Risks 2019

l—Top 5 Global Risks in Terms of Likelihood
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% by KISA(Korea Internet & Security Agency), December 2018

Q) =amz

< 7.7 DDoS Attack (2009) & 3.4 DDoS Attack (2011)
«» NH APT Attack (2011) & 3.20 APT Attack (2013, DarkSeoul)
% Korea Hydro & Nuclear Power Hacking (2014)

% AlaphaGo seals 4-1 victory over Go grandmaster Lee Sedol (2016)

- sz

% 1205 ~ 1211 : MMS 1.0 & MML 1.0
% 13.08 ~ 13.12 : MMS 1.1 & MML 1.1
% 13.09 ~ 14.07 : C-TAS 1.0 & C-TAS 1.0 (14.08 ~)

% MMS : Malware Management System

% MML : Malware Markup Language

% C-TAS : Cyber Threat Analysis & Sharing system % 1505 ~ 1512 C-TAS 1.1 & C-TEX 1.1 (MMS -> TIMS)

& C-TEX : Cyber Threat Expression % 16.05 ~ 16.12 : C-TAS 1.2 & C-TEX 1.2 (with STIX 1.2)

% TIMS : Threat Intelligence Management System % 17.05 ~ 1712 : C-TAS 2.0 & C-TEX 2.0 (with STIX 2.0)

%+ BACS : Bigdata Analytics system for Cyber Security % 18.06 ~ 18.12 : BACS 1.0 & Multiple File Formats (C-TEX, STIX, Custom JSON)
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def plot _confusion_matrix{en, classes, title='Confusien matrix’, cwap=plt.cm.Blues):
cn_nonalize = cw.astype( float’) / co.sumfaxis=1)[:, np.newaxis]
printicn_nonalize)

9 printicm)
plt. imshonlcn, interpolation='nearest’. cnap=cnap)
plt. titleltitle)

Fad

= plt.colorbar()
tick_marks = np.arangel len(classes))
plt.xticks(tick marks, classes, rotation=45)
plt vticks(tick marks, classes)
thresh = cn.maxi) / 2,
for i, j in Itertools product{range(cn. shape(0]), range(en.shape[1]1)):
plt.text(i, i, "{i.}" format(cnli, iI, 'd') + ' ' + (' [#s] '%fornat (cn_nomalize[i, JI, '.2f')), . o
horizontalal ignment="center", color="white" if cnli, J] > thresh else "black") Confusion matrix

it

plt.tight_lavout ()
plt.ylabel('True label ')
plt.xlabel('Predicted label')
cnf_matrix = out_datal confusion_matrix']
class_nanes = ['benign’, 'malicious'] 800000
E}gt;;gz‘fgsmn_matrlx(cnf_matr\x, classes=class_names, title="Confusion matrix') benign 991,613 [0.99] 8,387 [0.01]
[[ 0,98615223 0.01384777]
[ 0.01524195 0,98475808]1
[f1ar9r  27ed] T 500000
[ 3049 19599111 2
Confusion matrix g
=
175000 [ 400000
. 19719 2,768 [0.01] 150000
% 125000 malicious - 21,984 [0.02] 978,016 [0.98]
o 100800 I 200000
= 75000
malicious 3,049 70.02] 50000
25000 ; L]
<> 2
& S Ao‘)
& & e 5

&
Predicted label

Predicted label
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